DMARC Authentication Process

The DMARC protocol enables the sender domain to find out the reputation of the emails sent under their
name by asking the recipient domains to send reports back to what extent the emails received meet the
SPF and DKIM requirements. The XML reports generated for this can only show the perspective of one
recipient domain and usually only for one day.

The EasyDmarc analysis tool at https://easydmarc.com/tools/ is an invaluable service with which the

person responsible for the sender domain can keep an eye on the overall situation and also recognize
trends. EasyDmarc merges all XML reports, presents the results graphically and generates alarms when
self-defined limits are exceeded.
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: MTA: Message Transfer Agent
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